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INTRODUCTION

Computer-Based

Systems: Meeting
the Challenge

As ECBS assumes a greater role in computing-product development,
engineers face increasing pressure to resolve the challenges of disparate
architectures, long interdisciplinary system life cycles, method and tool
incompatibility, and spiraling complexity.

mbedded computers in system products and

services have become so pervasive that we

cannot easily envision our society functioning

without them. Although this trend has pro-

vided many new opportunities for exploiting
the technology, our dependency on computer-based
systems has made society vulnerable in many ways. It
is thus essential to establish improved practices in the
engineering of computer-based systems. The Technical
Committee on the Engineering of Computer-Based
Systems' was formed to meet this challenge, and it
actively pursues the goal of improved practices,
including establishing ECBS as a profession and aca-
demic discipline. The “ECBS Technical Committee”
sidebar describes these efforts.

ECBS addresses a wide variety of life-cycle issues
involved in the engineering and management of the
computer content for system products and services,
emphasizing a holistic approach across multiple appli-
cation domains. Such systems include telephony and
communications, airline reservations, electronic bank-
ing and commerce, process control and computer inte-
grated manufacturing, avionics and aerospace,
transportation, medical instruments, microprocessor-
controlled domestic equipment, and military applica-
tions.

ENGINEERING CONTENT

ECBS’s broad scope? relates closely to systems engi-
neering, raising the question: What is the engineering
content of this discipline? Engineers design and develop
systems or components composed of structures that
have specific behaviors. They learn to evaluate alter-
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natives and make trade-offs between various combi-
nations of structures, functions distributed to the struc-
tures, and the resulting behaviors. The trade-offs aim
to achieve particular properties with respect to perfor-
mance, robustness, safety, security, cost, quality, envi-
ronmental consequences, time schedules, and so on.

These structural and behavioral aspects—while
quite apparent for fundamental disciplines such as
electrical, mechanical, and civil engineering—also per-
meate the systems level. To work effectively at this
level, engineers must be able to define, evaluate, and
make trade-offs related to function distribution
between the alternative multidomain structural com-
posites, that is, architectures, used in eliciting desired—
or inhibiting undesired—system behaviors. Although
it has some domain-specific aspects, CBS engineering
knowledge and skills are for the most part generic and
applicable across multiple domains.

KEY ASPECTS

CBS engineers must understand the importance of
achieving an appropriate relationship between system
architecture and the life-cycle processes applied in con-
ceptualizing, developing, producing, operating, and
maintaining computer-related system content.

The importance of well-structured and consistent
system architectures cannot be overemphasized. Many
of the problems that arise when dealing with complex
computer-based systems relate to the poor architectural
underpinnings that complicate virtually all life-cycle
processes as well as supporting methods and tools.

A strong architecture significantly reduces system
complexity by properly distributing function between
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hardware, software, and humans. Further, a strong
architecture is typically based upon a few well-defined,
consistent concepts and provides a minimal but suffi-
cient set of interface standards and mechanisms.

A strong architecture tips the balance so that depen-
dencies upon processes and related methods and tools
become lighter. Integration, testing, verification and
validation, operation, and maintenance are simplified.
On the other hand, a weak architecture often tips the
balance by making processes, methods, and tools and
their assessments heavier and more complex to com-
pensate for the architecture’s complexities. Obviously,
then, CBS engineers must strive to create strong archi-
tectures.’

Even with strong architectures, treating complexi-
ties and meeting the stringent demands for safety and
security require well-defined life-cycle processes allo-
cated appropriately to the actors involved in achiev-
ing system-related objectives. Key life-cycle process
activities that CBS engineers perform thus include:

¢ Identify, analyze and bound the domain-specific
problem the CBS addresses.

Establish criteria that match the CBS solution to
market needs.

Based on trade-offs, develop alternative solutions
to the problem and evaluate them with respect
to CBS criteria.

Develop CBS conceptual models.

Elicit and formulate system requirements; ana-
lyze, reconcile, allocate, and manage them; and
prepare the system specification.

Design, assess, and select feasible computer-based
systems and their architectures.

Effectively apply modeling, prototyping, and sim-
ulation techniques.

Derive the requirements for the CBS hardware,
software, communication, and human-machine
interfaces.

Analyze CBS behavior and performance and pre-
pare specifications.

Take an interdisciplinary approach to designing
the hardware, software, communication, and
human-machine interface subsystems.

Establish test, verification, integration, and vali-
dation strategies.

ECBS Technical Committee

® &1 TheIEEE Computer Society Tech-
nical Committee on the Engineering of
Computer-Based Systems envisions that its
role is to provide worldwide focus for
ways to meet the challenges associated
with the incorporation of computers in
systems. The committee provides that
international forum, that focus.

Origins

In the late 1950s, engineers and educa-
tors who recognized the need for develop-
ing ECBS as an engineering discipline
founded ECBS centers in several universi-
ties. These ECBS pioneers included Dan
Eckman, who founded the Systems
Research Center at Case Institute of
Technology in 1958; John Wescot at
Imperial College; and Ted Williams at
Purdue University. These early efforts
focused on the process control industry.

The need for formalizing ECBS became
obvious to some in the late 1980s. These
advocates organized an IEEE Computer
Society workshop in Neveh Ilan, Israel, in
1990. The workshop, led by Jonah Lavi
and attended by 28 engineers from nine
countries, addressed several issues:

Computer

e defining the ECBS discipline, its con-
tents, and problematics;

e determining why ECBS is not widely
recognized as an active field of teach-
ing and practice; and

e promoting ECBS in industry and
academia.

These efforts led to the establishment of
an ECBS Task Force within the IEEE
Computer Society in 1991. In November
1995, the Computer Society elevated the
Task Force to a permanent Technical
Committee.

Current activities

Formal ECBS conference proceedings
published by the Computer Society since
1994 collectively represent an overview of
the state of the art in ECBS. The TC allo-
cates its work to several focus groups and
has provided a reference definition of CBS
engineering.! Computer’s Integrated Engi-
neering column often presents articles that
address major CBS problems. Finally, cur-
riculum proposals have been made that
provide useful guidance in formulating
ECBS programs at the master’s and bache-

lor’s degree levels.>?

The next conference and workshop will
take place 8-11 April 2002 in Lund,
Sweden. Further information can be
obtained from http://www.cigital.com/
conferences/ecbs02/ (current Oct. 2001).
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e Develop validation and test plans.

e Work with hardware, software, and communi-
cation engineers to develop integration environ-
ments.

e Integrate and test the CBS.

e Define the process and technologies required for
CBS development and implementation.

e Develop CBS project plans and manage the pro-
jects, including assessing and evaluating their risks.

e Address the special problems associated with
emergent behavior.

e Collaborate with engineers from other disciplines
to develop the system in which the CBS is embed-
ded.

e Maintain and evolve installed computer-based
systems, including their legacy components.

PROBLEM AREAS

Several fundamental problem areas have arisen
related to the state of the practice in engineering CBSs,
most of which were described in a 1993 Computer
article.*

Language. The use of inconsistent languages by dif-
ferent disciplines, especially in establishing require-
ments definition and design, leads to communication
and traceability problems.

System-software engineering dialog. In too many
cases, systems engineers do not understand what infor-
mation they should provide to CBS implementers. They
provide information in the wrong sequence or provide
it in insufficient detail. Defining a dialog structure could
solve these problems. For example, the dialog structure
should define the correct level of information for deter-
mining system feasibility. This information is different
from the level needed to design the system.

Static and dynamic models. Software engineers have
a limited ability to exchange functional capability for
resource utilization and performance. Researchers
must focus on the nonlinearities that scaling up capa-
bility or data cause, and engineers must analyze or
model scale effects.

Ramifications of systems engineering decisions.
Systems engineers make high-level, architectural, or
system-wide design decisions. These policy decisions
should inform and constrain subsequent design and
management decisions relating to various subsystems.
How to present and propagate these key decisions—for
example, monitoring subsystem design decisions to
ensure that they do not conflict with system-level
design decisions—remains unclear. Further, many high-
level or system-level decisions result in major conse-
quences to the CBS. Engineers do not understand these
consequences when the decisions are made, which cre-
ates an acute need to determine what types of decisions
have major consequences, the ramifications these deci-
sions have, and how such decisions should be made.

Domain architectures. To keep complexity to

- X . ) In too many cases,

a minimum, designers must base domain archi- K
tectures on principles, concepts, and strategies systems engineers
that fit the problem class naturally. Standard do not understand
domain architectures are appearing as building what information
blo(cikf1 for precedented systems. More are they should
needed. !

Design synthesis. Design environments do provide to GBS
not adequately support design synthesis. implementers.

Models must explicitly represent dependencies

and constraints among various views. A mod-

eling and simulation infrastructure should
accommodate different levels of granularity so that
the developer can work efficiently to answer questions
about the model. Maintainability, availability, and
scalability metrics must be available so that designers
can properly evaluate these capabilities and perform
trade-offs among these and other design properties.
Environments must support detailed modeling, sim-
ulation, and analysis of the operational system work-
ing within its environment. Especially in high-
assurance applications, engineers must carefully match
software components to the context of their use.
Documented disasters such as the Ariane 5 Flight 501
(http://www.inria.fr/actualities-fra.html) and the
Therac-25 x-ray machine (N.G. Leveson and C.S.
Turner, “An Investigation of the Therac-25 Acci-
dents,” Computer, July 1993, pp. 18-41), driven by
applications that incorporated reused software,
demonstrate this need.

Human-computer partitioning. When engineers
design systems, they implicitly specify system users’
tasks. Designers need better knowledge of how to par-
tition functions and responsibilities between people
and systems. They should not assign functionality to
a system just because it is technically feasible, or even
cost effective, but rather because the function is nec-
essary and the system is superior at performing it.
Practitioners need better methods for modeling human
behavior and the human-computer interface. They
usually do not model this interface adequately, which
creates the need for a defined process that integrates
the knowledge of all stakeholders.

Costing. Existing cost models and literature on
experiments can help determine software costs. Sys-
tems engineering and ECBS require similar resources.
Although software cost modeling is widely practiced,
the different cost models disagree and suffer from
poorly documented underlying assumptions, hypothe-
ses, and estimation techniques. Different models result
in significantly different cost estimates, using gross
overall metrics based primarily on lines of code. These
cost models apportion total software cost and effort
estimates to each life-cycle phase. Engineers need fine-
grained metrics for each phase, and they need to bet-
ter represent the ECBS life-cycle process model. Work
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Mapping multiple
levels of software
structure from the

application via
programming

languages, middle-

ware, operating
systems, and

hardware levels

causes rampant
complexity.

must be tracked to calibrate cost models.
Industry usually can estimate the cost of prece-
dented jobs, but it struggles to accurately cost
out unprecedented ones.

Platform stability. The instability of the hard-
ware and the system software upon which many
computer-based systems operate, and upon
which CBS engineering methods and tools
depend for support, presents a major challenge.
Today’s commercial platform systems are
unnecessarily complex, leading to reliability,
safety, security, availability, and maintainabil-
ity problems. The complexities arise due to two
factors. First, “feature-itis” results in the imple-
mentation of too many functions. Second, map-
ping multiple levels of software structure from
the application via programming languages,
middleware, operating systems, and hardware levels
causes rampant complexity. Unfortunately, CBS engi-
neers must expend significant effort to deal with these
platform-related complexities, which reduces the time
available for adding valuable content to the system
application. Thus, the availability of stable, verifiable
hardware and system-software platforms is a vital
ingredient in achieving successful CBSs.’

MEETING THE CHALLENGE

ECBS practitioners are making progress in address-
ing these problem areas and in meeting the general
challenge associated with improving the state of CBS
engineering practice. Janos Sztipanovits® described the
need for research in this area. The articles selected for
this issue address several ECBS challenges.

Model-based engineering

That CBSs derive from different design perspec-
tives—software, hardware, performance, safety, and
reliability—constitutes a well-known problem. But
these design perspectives are actually interdependent.
By using integrated models, we can analyze the con-
sequences of different design decisions within the sys-
tem as a whole, gradually refining the system de-
scription into a hardware and software implementa-
tion. This approach, known as model continuity,
allows continuous and incremental evaluation of the
system. Important issues include determining the
amount of detail required within a model to obtain
reasonable results and supporting hardware and soft-
ware modeling at different detail levels.

Although managing and tracking all interdepen-
dencies is beyond current capabilities, researchers have
developed technologies that allow rigorous descrip-
tion and modeling of system, hardware, and software
design perspectives and their interrelations.” Indeed,
developers have already successfully applied such tech-
nologies to large-scale projects.

Computer

In “Composing Design-Specific Domain Environ-
ments,” Akos Lédeczi and colleagues describe an
approach to model-based engineering using model-
integrated computing. This topic is particularly rele-
vant for specialized CBS domains—perhaps even single
projects—and has led to significant reductions in devel-
opment and maintenance costs on their projects.

Integrated architecture

CBSs are inherently heterogeneous. They combine
application-specific and off-the-shelf software, hard-
ware, and interface elements, each of which can have
varying degrees of structural, functional, and behav-
ioral complexity. Traditional engineering practice,
which has evolved through experience, mandates that
we develop the system, hardware, and software archi-
tectures as separate entities. This approach has led to
cost and schedule overruns and to systems that fail to
perform as intended. Today, developing all of a pro-
ject’s architectures synergistically through codesign,
with an understanding that every system element will
influence other elements, is increasingly important.”

Two articles address integrated architectures. In
“Flexibility as a Design-Driver for Computer-Based
Systems,” Tommi Mikkonen and Peeter Pruuden
describe their approach to late system architecture deci-
sion making, providing examples of CBSs whose devel-
opment relied on flexible system design. “Exploring
Embedded-Systems Architectures with Artemis” by
Andy D. Pimentel and colleagues describes a modeling
and simulation methodology for designing heteroge-
neous embedded systems architectures.

Systems composition strategies

Software typically serves as the glue in CBSs, cou-
pling the physical processes into a single integrated
system. Ensuring consistency across subsystems and
facilitating the dynamic composition and recomposi-
tion of systems require highly automated system-soft-
ware synthesis and integration technologies. These
technologies include simulation-based design, meth-
ods for systematic handling of the many goals and
constraints impinging on the design process, perfor-
mance evaluation techniques, trade-off measurements,
evaluation of multilevel multicomponent hierarchi-
cally specified models, and experimental frameworks.

In “Rosetta: Semantic Support for Model-Centered
Systems-Level Design,” Perry Alexander and Cindy
Kong describe a language for modeling composition of
heterogeneous components. The process begins by
using smaller models—facets—to create system-level
descriptions of individual pieces. Next, facet composi-
tion combines these elements into components, sub-
systems, and—ultimately—entire systems. This process
provides abstraction that facilitates using a holistic
development approach from a project’s earliest stages.



Tool composition technology

The simple tools used to design systems a decade ago
are no longer effective for designing current systems.
Instead, we need integrated development environments.
Unfortunately, the various design and verification tools
use different model representations and operate at dif-
ferent abstraction levels. This tool incompatibility
encourages engineers to develop hardware and soft-
ware in isolation rather than as an integrated product.
Current technology primarily addresses tool integra-
tion from the viewpoint of data transfer between tools.
We need to replace this approach with semantic inte-
gration. Several articles in this issue describe methods
that rely on tool composition, including the ISIS project
that Ledeczi and colleagues discuss and the Artemis
project that Pimentel describes.

Managing complexity

In “Virtual Design of Multiengineering Electronics
Systems,” Mikko Kerttula and Timo Tokkonen sug-
gest that supporting virtual reality CBSs will require
sophisticated tools that are currently “on the draw-
ing board.” They describe virtual reality prototyping
and product design approaches that use a modeling
strategy to deal with increasing product complexity

in multitechnology products.
A ISO/TEC 15288 System Engineering—System

Life Cycle Processes,'” a new international stan-
dard, has reached final committee draft status and is
expected to become an international standard in 2002.
This standard will, for the first time, clearly identify
the structure of systems and provide a holistic multi-
disciplinary approach to dealing with the processes
related to system life cycles. The standard, in a generic
manner, addresses several of the key CBS aspects, prob-
lems, and challenges we’ve identified. It is expected
that this standard will be a primary technical comple-
ment to the ISO 9000:2000 quality standard.

major development in managing complexity,
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