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uring the past decade, advances in microprocessor and network technol-
ogy have led to the proliferation of complex systems with distributed
L ki processing and databases, internal communication systems, and hetero-
geneous components. The processing components can by themselves comprise a
system, or they can be embedded in a physical system such as an automobile,
aircraft, or medical diagnostic system. Both the encompassing system and the
processing system are known as computer-based systems (CBSs).

Developing large computer-based systems with complex dynamics and compo-
nent interdependencies requires analysis of critical end-to-end processing flows to
determine feasibility and proper allocation. Currently, no engineering discipline
provides the knowledge base for the necessary trade-off studies concerning
software, hardware, and communication components; a new discipline isneeded at
the systems engineering level.!

Industry has recognized the size and scope of problems with systems engineering
processes, and several organizations have been formed to advance the systems
engineering discipline. These include the American Institute of Aeronautics and
Astronautics’ Systems Engineering Working Group, the National Council on
Systems Engineering, and Europe’s Atmosphere Project.2 However, recognition
of the need for a special discipline addressing the system engineering of computer-
based systems (ECBS) is just emerging, as evidenced by the recently formed IEEE
Computer Society Task Force on ECBS and recently published textbooks.?

The IEEE Computer Society created its task force to promote the ECBS
discipline, encourage research in the field, and establish a framework for education
and training in 1991.* This working group report, in presenting the case for an
ECBS discipline, discusses current practices and identifies market and social
imperatives for their improvement by
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Table 1. Examples of systems and their relative complexity.

Complexity Defense Commercial Public Telecommuni- Automotive  Financial
cations
Very High Intelligence Payroll Weather Intelligent
fusion information forecasting highways
management
Space Airline Air traffic Central Econometric
station reservations control office switch model
NORAD Wire services IRS Video text Trader’s desk
Medium B1 bomber B-777 Bay Area Network Dealer Portfolio
or cruiser Rapid Transit  control networks management
Logistics depot ~ Manufacturing Nuclear Campus Vehicle New York
automation reactor backbone management Stock Exchange
F-111 Process Observation Protocol Auto Claim form
control satellite servers braking processing
Patriot Federal US Postal Engine Electronic
missile Express Service management funds
transfer
Low Smart bomb Cell control LAN control ~ Cruise Automated
control teller

¢ giving examples of CBSs and the
number of engineers practicing ECBS
in the United States,

¢ defining a CBS and ECBS responsi-
bilities,

¢ identifying standard and advanced
practices and areas for furtherresearch,
and

esetting achievable targets for the
engineering of computer-based systems
designed to improve benefit-to-cost ra-
tio, corporate profitability, and custom-
er satisfaction.

System engineering

System types. Computer-basced sys-
tems have become larger, more encom-
passing, and more complex. Table 1 gives
examples of systems and relative com-
plexity. Some are embedded systems,
while others are stand-alone or cooper-
ative computer systems. Virtually all
systems above the low-complexity level
(and even some of those) are computer
based, event driven, and implemented
using distributed hardware and software,
Developing high-complexity systems can
cost billions of dollars (low-complexity
systems may cost less than a million),
and system size and complexity is grow-
ing. Consider, for example, the complex

November 1993

and stringent requirements that must
be met by these systems:

® Space Station Freedom has approx-
imately 1.5 million requirements.

*The Air Traffic Control System re-
quires downtime of no more than six
seconds per year for critical functions.

* Next-generation fighter aircraft are
often dynamically unstable and, there-
fore, require extensive computer con-
trol to aid pilot control. Wing and tail
control surfaces must be regulated at
least 40 times per second to sustain ac-
ceptable flying characteristics.

* The modern automobile has more
computing power than the Lunar Land-
er had when it landed on the moon. By
the year 2000, the automobile computer
is expected to have more interactive
sensor-control loops than the largest
chemical refinery in Baytown, Texas.

e Fully computerized systems, such
as the Therac-25 radiation therapy ma-
chine,®can cause injury or death, lead-
ing to increased requirements to prove
the safety of system design.

System designer role. During early
project phases, a system designer iden-
tifies requirements, translates require-
mentsinto designs, verifies that designed
system behavior meets requirements,

allocates functions and behavior to com-
ponents, and builds system descriptions.
During the development and test phas-
es,asystem designer interprets require-
ments, guides designers of related sys-
tems, and directs trade-off studies. He
or she also verifics that detailed designs
will yield the required system behavior
and evaluates change proposals. A sys-
tem designer integrates multiple view-
points, operating on line, to identify
criticalissues and the impact of external
constraints. He or she resolves these
conflicts as early in the project as possi-
ble. Although the system designer’s tasks
represent only 5 to 10 percent of the
total project effort, their adequacy, ac-
curacy, and timeliness are critical to the
success of all complementary activities.

Design methods must be more sys-
tematic, and a few design teams have

Please join us

Readers interested in joining the
Computer Society Task Force on En-
gineering of Computer-Based Sys-
tems should send their name, affilia-
tion, address, phone and fax numbers,
and e-mail address to TF ECBS, PO
Box 400, Burlington, MA 01803.
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accomplished this goal using manual
technologies. Most teams, however, have
not followed design “due process” be-
cause of the ponderous data-manipula-
tion and cross-referencing tasks re-
quired, as well as the inability to “see”
the systemwide behavioral implications
of their designs. The pressure of project
schedules and the time for coordinating
multidisciplinary design teams through
paper documents have been additional
roadblocks.

System designer training. A system
designer may have been trained in engi-
neering, mathematics, physics, comput-
erscience, or managementinformation.
A system designer, who may have a
variety of titles such as system engineer,
computer system analyst, value engi-
neering analyst, or industrial engineer,
is recognized primarily by the type of
work he or she performs. Many started
in the Sputnik era and learned, on the
job, from aerospace regulations written
to guide the design of manned space-
flight systems, intercontinental ballistic
missile systems, and ballistic missile
defense systems. The majority of these
individuals do not understand distrib-
uted processing risks and issues because
the earlier systems were not heavily
distributed. Younger system designers
coming from software backgrounds are
ill-equipped to address system engineer-
ing and hardware issues such as distrib-
uted processor reliability, logistics, and
human factors.

Number of computer-based systems
designers. The population of system
designers must be identified by what
they do, rather than by industry, type of
system being produced, or even job ti-

Computer-based systems
require a different systems-
engineering knowledge
base than non-CBSs.

tles. Based ondata provided during 1988
hearings before the United States Con-
gress Joint Economic Committee, As-
cent Logic Corporation estimated that,
at that time, 300,000 people were doing
system design in the US. Based on the
percent of systems containing distribut-
ed computer systems and the relative
complexity of these systems, Ascent
Logicestimates that approximately one-
third to one-half of US system designers
are focusing on ECBS.

Engineering computer-
based systems

Definition of CBS. A computer-based
system consists of all components nec-
essary tocapture, process, transfer, store,
display,and manage information. ACBS
reference model based on the Posix dis-
tributed system model (Figure 1) is one
of several models’™ the task force is
considering.

In the figure, processing entities in-
clude analog and digital hardware, firm-
ware, and software. Communications
entities provide network services that
allow multiple processing entities to
exchange information, transparent to
application software. Information ser-

vices provide information exchange
between processing entities and storage
devices, for example, disks or tapes.
Human/computer interaction services,
including windows, graphics, and com-
mand services, support interaction be-
tween processing entities and people.
CBSs interact with the physical envi-
ronment through sensors and actuators
and also interact with external CBSs.

ECBS. By their very nature, CBSs
require a different systems-engineering
knowledge base than non-CBSs. All
CBSs involve application software and
associated services that are conceptual
in nature and inherently difficult to grasp.
Requirements satisfied by software are
frequently ambiguous and subject to
change. This leads to design changes
that may sacrifice system architecture
flexibility to ensure compliance with
specified performance requirements.
Furthermore, software changes in com-
plex CBSs can result in unpredictable
behavior, both internal and external to
the CBS. Distributed CBSs are unique
in that resources are frequently geo-
graphically dispersed and controlled by
different organizations,so dataexchange
among systems requires interfaces to
describe content and protocols to de-
scribe format.

We advocate a dedicated discipline
to address these complex, unique CBS
attributes. ECBS, asa discipline, is anal-
ogous to systems engineering in the tra-
ditional sense. What differs is the focus
and hence the necessary skills. ECBS is
concerned with the following responsi-
bilities in addition to those of tradition-
al systems engineering:

¢ identification of CBS requirements,

Processing Processing
entity entity

\ \ A \ \ \
Human/computer | Information Communications Human/computer | Information Communications

interaction services services interaction services services
Y services Y Y Y services 17 Y

People Information - | Information S
P management Com?#tir:ilg:tlons People management Comr;nuﬁr; ;g:nons
entities entities

Information exchange

Figure 1. Distributed CBS reference model.
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edesign decisions concerning the
CBS’s distributed nature (its architec-
ture),

e allocation of resources to compo-
nent developers and management of
the coordinated process,

¢ allocation of functions and data to
CBS resources (processors, software,
datastores, displays, interfaces),

¢ CBS strategies with respect to safe-
ty, security, and fault tolerance,

* global system management strate-
gy,

e definition of services (see Figure 1),

¢ performance allocations (timing, siz-
ing, availability),

s testing (component, integration, in-
teroperability with the external envi-
ronment),

*logistics support (maintenance,
training), and

e implementation of the CBS within
the existing environment.

Performing these tasks requires engi-
neering trade-offs, prompted by opera-
tional requirements, limited resources
(for example, finances and personnel),
CBS component design (bandwidth,
memory size, I/O subsystem, database
system), system environment constraints
(operational environment, security mea-
sures), and performance thresholds
(timeliness, throughput, availability).

ECBS state of practice

Our conclusions concerning ECBS
practice, presented below, are based on
the extensive experience of working
group members in defense and com-
mercial industry, academia, engineer-
ing, research, and tool development.
Forty ECBS Task Force members con-
firmed the working group’s conclusions
at the March 1992 internationally at-
tended ECBS workshop.

The following description of ECBS
practice addresses eight important is-
sues— the ECBS process, requirements
definition, design, interfaces, manage-
ment, automation, documentation, and
communication — but is not meant to
cover all issues. The ECBS State of
Practice Working Group would like to
hearfrom other ECBS practitioners con-
cerning additional state-of-practice is-
sues.

ECBS process. When the system in
question is a pure CBS system, the CBS
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Table 2. State of ECBS process.

Standard
Practice

Advanced
Practice

Research
Needed

¢ Undefined
ECBS process

* Systems-engineering
process modeling (may
include ECBS tasks)

* Methods and tools
for process modeling
¢ ECBS roles and tasks

engineer is the principal system engi-
neer, and the ECBS process is fully
integrated with the systems engineering
process. When the CBS is embedded in
alarger system, the two processes must
be tightly integrated, and information
must flow freely in both directions. En-
gineers should integrate ECBS feasibil-
ity studies with those of related technol-
ogies, for example, sensor performance,
human factors, and vehicle handling.
Designers must fuse ECBS strategies
and those of other disciplines to achieve
reliability, safety, security, and fault
tolerance. ECBS engineers should be
instrumental in system model defini-
tion as the CBS model is a subset of the
system model, defined to a greater level
of detail. This integrated task requires
unified system modeling and CBS mod-
eling tools.

The systems engineer, with the sup-
port of the CBS engineer, is responsible
for allocating system requirements, func-
tionality, and resources to the CBS. The
CBS engineer, with the support of soft-
ware, hardware, and communications
engineers, is responsible for distributed
CBS design. He or she allocates CBS
requirements, functionality, and resourc-
es to subsystems, processors, communi-
cation elements, software, data stores,
displays, and the human/computer in-
terface.

Table 2 summarizes the state of the
ECBS process (additional information
on the itemized points appears below).

Process definition. Many major com-
panies are focusing on the Software
Engineering Institute (SEI) Capability
Maturity Model for planning their sys-
tem engineering processes, but in gen-
eral, corporations have not as yet de-
fined their ECBS processes. Some
companies use static modeling methods
and tools such as the ICAM (integrated
computer-aided manufacturing) defini-
tion language to capture and document
their processes, while establishing quan-
tifiable process metrics. A few compa-

nies use executable modeling tools (for
example, RDD-100 and Statemate) for
process modeling. These tools are based
on net and state machine theory. Most
process modeling tools in use today were
designed for requirements modeling.
Industry needs better methods and tools
that support process assessment and
improvement.

Process modeling needs. Process mod-
els are important because they guide
projectsin performing their major tasks.
Industry needs a well-defined, execut-
able ECBS process model that incorpo-
rates relationships to the overall sys-
tems engineering process, and metrics
to measure process improvement and
product quality. The defined ECBS pro-
cess must be flexible enough to foster
process improvement in a timely man-
ner. Software process models such as
SED’s’ provide a logical starting point
for modeling the ECBS process.

An ECBS discipline is needed. Indus-
try needs an ECBS discipline to research
methods, develop technology, and edu-
cate professionals in the complex inter-
disciplinary issues that affect CBS de-
velopment and performance. Trained
CBS engineers must be on the job from
program start-up, identifying critical
processing flows, supporting feasibility
analysis and requirements allocation,
and ensuring that design decisions do
not cause unnecessary CBS risks. The
US Defense Systems Management Col-
lege (DSMC) Systems Engineering
Management Guide' indicates that by
the end of Concept Exploration, before
the Demonstration Validation phase has
started, roughly 70 percent of a system’s
life-cycle costs are locked in by design
decisions. Some allocation decisions are
made even earlier in the system devel-
opment life cycle, before proposal sub-
mittal, when subcontracting responsi-
bilities are decided. Many of these design
decisions have major consequences for
the CBS. Most systems engineers do not
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Table 3. State of requirements definition.

Standard
Practice

Advanced
Practice

Research
Needed

¢ Natural language for
systems engineering

* Applying software
modeling techniques

¢ Consistent
language

¢ Inconsistent to systems  System modeling
languages engineering * Model-generated
scenarios
Table 4. State of ECBS design process.
Standard Advanced Research
Practice Practice Needed

 Static func-
tional models
* Hard-coded
dynamic models

change

® Planning for

e Starting
decision capture

* Systems/software
dialogue
¢ Trade-off support
* Decision analysis
* Reuse

have the skills to understand the conse-
quences, perform the necessary analy-
sis, or establish the required risk-avoid-
ance measures.

Requirements definition. Table 3 sum-
marizes the state of practice in require-
ments definition.

Language. Natural language, such as
English, is the standard practice for sys-
tem specifications. Most software engi-
neers use software requirements mod-
els, usually based on structured analysis,
frequently modeling data, dataflow, and
control flow. Hardware engineers de-
velop models using a hardware descrip-
tion language. The use of inconsistent
languages by different disciplines leads
to communication and traceability
problcms.

Information passed from systems en-
gineering to other specialities must be
complete and represented in that spe-
cialist’s methodology and notation. In-
formation must be transferred without
manual reentry. Changes must be prop-
agated in both directions. We need to
pay attention to both semantic issues
andtoolinterface issues during the tran-
sition to a consistent language and inte-
grated toolset.

Methods and models. The typical

systems-engineering requirements pro-
cessiterates between requirements elic-
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itation and system representation. A
multiview system model provides the
vehicle for communication between de-
veloper and customer, presenting sys-
tem facts and system demonstration in
an organized form. The same model
provides views of function and capabil-
ity to the implementer.

Static textual representations of a
system depicting tiered sets of func-
tions are insufficient. More advanced
practitioners are applying software en-
gineering methods such as structured
analysis to systems engineering. These
methods are superior to textual repre-
sentations but are insufficient if they
are not executable. Executable meth-
ods foundin tools such as RDD-100 and
Statemate do not yet support all ECBS
functions, but they do provide dramatic
technical advances over static modeling
methods.

Practitioners need effective methods
for specifying system performance re-
quirements that support system design
and derivation of software performance
requirements. They also need useful
paradigms that promote reuse of exist-
ing requirements specifications and use
of previously developed components.
Checklists are needed, for example, of
the various trade-offs that could arise
and ways of resolving them. Analysis
for completeness, consistency, and
correctness is primitive. Tools should
apply logic, temporal analysis, and

domain understanding to the analysis
problem.

Operational scenarios. Practitioners

need models for gpnprntinn awideranoe

AAAAAAAAAAAAAAAA cncratingawiacrange

of operational scenarios, including many
with low probability. They need these
scenarios to make an early determina-
tion as to whether requirements are
consistent and adequate. Without these
scenarios, engineers must wait until the
system is operational to determine
whether the system works properly with-

N S,

in its enviroinimneiit.

Design process. Table 4 summarizes
the state of the ECBS design process.

System/software engineering dialogue.
Intoo many cases, systems engineers do
not understand what information should
be provided to CBS implementers. Sys-
tems engineers provide information in
the wrong sequence and with insuffi-
cient detail.

We could solve these problems by

defining a dialogue structure. For ex

ample, we should define the correct lev-
el of information needed to determine
feasibility versus the correct level need-
ed for design.

Static and dynamic models. Engineers,
using standard software practices, pro-
duce static functional models that pro-
vide various representations for human
review and analysis (for example, entity
relationship, dataflow, and control flow
diagrams). These engineers seldom use
dynamic techniques for modeling sys-
tem behavior such as executable state
machines or nets. They frequently hard
code dynamic models of fixed-point
designs, and they use few parameters to
supportrequirements changes and trade-
off analysis. They have a limited ability
to trade capability (dataflow and logic
control) against resource utilization and
performance. Researchers have done
little investigation of nonlinearities
caused by scale-up of capability or data,
and engineers seldom analyze or model
scale effects.

Planning for change. CBSs can change
significantly during their life cycle, and
research to improve processes must ad-
dress this fact. When requirements
change, engineers evaluate design deci-
sions to determine if they are still valid.
To support this evaluation, decisions
must be well-defined, and documenta-
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tion must include the decision ratio-
nale. ECBS needs effective design-de-
cision capture. New processes must han-
dle multiple system variants (system
families) efficiently. Developers must
trace the implication of design changes
to/from higher level specifications and
across families.

System developers are beginning to
use open system architectures, as engi-
neers plan for change.

Ramifications of systems engineering
decisions. Systems engineers make
“high-level,” “architectural,” or “sys-
temwide” design decisions. These are
policy decisions that should inform and
constrain subsequent design and man-
agement decisions relating to various
subsystems. It is unclear how to present
and propagate these key decisions. For
example, we do not know how to mon-
itor subsystem design decisions to en-
sure that they are not in conflict with
system-level design decisions. In addi-
tion, many high-level or system-level
decisions result in major consequences
to the CBS.

Engineers do not understand these
consequences when making these deci-
sions. Research is needed to determine
what types of decisions have major con-
sequences, the ramifications of these
decisions, and how such decisions should
be made.

Specification for reuse. Engineers us-
ing standard practice do not plan for
reuse, usually building system parts that
are too tightly coupled to a specific ap-
plication to be reused. Engineers using
advanced practice are performing do-
main analysis and designing parts that
are reusable within their domain.

Industry needs effective models of
system classes and of common sub-
systems/components that are used across
classes. (Ananalogy from biology: mam-
mals, fish, birds, insects are classes of
animals; all have eyes, bones, hearts,
mouths as subsystems and components.)
Models of classes and components are
important for supporting domain anal-
ysis and effectively storing high-level
system segment or subsystem descrip-
tions in a library. To effectively use a
library, it is important to be able to
assert: “What I want is exactly like that
except for....”

Design architecture. Table 5 summa-
rizes the state of ECBS architecture.
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Table 5. State of ECBS architecture.

* Component hierarchies,
few guidelines

Standard Advanced Research

Practice Practice Needed

¢ Performance at e Standard * Domain architectures
expense of architecture architectures, * Empirical data

open systems

relating methods
to quality designs

Table 6. State of ECBS interface definition.

Standard
Practice

Advanced
Practice

Research
Needed

* Documented
by data element
description

and protocol

e Environment
and subsystem
documentation
and simulation

eInterface modeling

¢ Capabilities for
modeling host systems

¢ Human/computer inter-
face partitioning

Performance at expense of architec-
ture. In standard practice, design em-
phasis is on system performance issues,
such as end-to-end timing, at the ex-
pense of other architecture issues. These
performance-optimized solutions are
inflexible and hard to adapt to changing
requirements or technology advance-
ments.

Component hierarchies, standard ar-
chitectures. Designers usually decom-
pose unprecedented systems into com-
ponent hierarchies using few guidelines.
Standard domain architectures are ap-
pearing as building blocks for prece-
dented systems. To keep complexity to
a minimum, it is important that design-
ers base domain architectures on prin-
ciples, concepts, and strategies that are
natural for the class of problem."

Empirical data unavailable. Design-
ers do not sufficiently use partitioning
rules associated with maintainable sys-
tems. Therefore, there is not enough
analytical data to validate these rules.

Interfaces. Table 6 summarizes the
state of interface definition.

Levelofabstraction needed. Engineers
normally document interfaces by data
element description and protocol, which
is inadequate. We need research to de-
fine the level of abstraction that sup-

ports modeling the boundary proper-
ties of a set of subsystems. From these
boundary properties, we must be able
to verify that combined subsystem be-
havior matchesthe systemrequirements.
If this cannot be done, a system must be
built and tested to determine whether it
meets the requirements.

Modeling the host system. The CBS
must interact with an encompassing sys-
tem such as a piloted vehicle or medical
diagnostic system, which is frequently
modeled with mock-ups and simulators.
Engineers need additional capabilities
for modeling host systems to predict the
effects of the designed CBS on the host.
Host systems are frequently human ac-
tivities systems within which designed
systems are to be used.

Human/computer partitioning. When
engineers design systems, they implicit-
ly specify the tasks of system users.
Designers need better knowledge of how
to partition functions and responsibili-
ties between people and designed sys-
tems. Designers should not assign func-
tionality to a system just because it is
technically feasible, or even cost effec-
tive, but rather because the function is
needed and the system is superior at
performing it. Practitioners need better
methods for modeling the human-com-
puter interface. They usually do not
model this interface adequately, since
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Table 7. State of ECBS management.

Standard
Practice

Advanced
Practice

Research
Needed

* Good cost data
for precedented
systems

* Domain-specific work-
breakdown structures

¢ Risk management

e Data collection

eDetermining ECBS costs
* Process and product
characterization

for data collection

there is no defined process for integrat-
ing the knowledge of all stakeholders.

Project management. Table 7 sum-
marizes the state of ECBS management.

Costing. There is existing literature
on models and experiments for deter-
mining software costs. Similar documen-

tation is needed for systems engineer-
ing and ECBS.

Although software cost modeling is
widely practiced, software cost models
are not in agreement, and the underly-
ing assumptions, hypotheses, and esti-
mation techniques are not well docu-
mented. Different models result in
significantly different cost estimates, us-

ing gross overall metrics based primari-
ly on lines of code. These cost models
apportion total software cost-and-effort
estimates to each life-cycle phase.

Engineers need fine-grain metrics for
each phase, and they need to better
represent the ECBS life-cycle process
model. Work must be tracked to cali-
brate cost models. Industry can usually
estimate the cost of precedented jobs,
but it still has problems costing unprec-
edented jobs.

Work-breakdown structure. Large
projects normally track cost and sched-
ule against a work-breakdown struc-
ture (WBS). If the WBS and CBS archi-
tecture are inconsistent, the WBS cannot
support CBS status tracking. This in-
consistency frequently exists, since en-

Seven working group members answer the question ...

H
'
i
1

If there were an engineering of computer-based systems specialty‘,:
how would it improve the systems engineering discipline? '

Answer #1. ECBS solves problems with the conven-
tional top-down process by addressing end-to-end

threads of system behavior from environmental stimuius

to system response.

Expanded answer. Benjamin S. Blanchard, in System En-

gineering Management [John Wiley & Sons, 1991], defines

systems engineering as the “effective application of scientific
and engineering efforts to transform an operational need into
a defined system configuration through the top-down iterative

process of requirements definition, functional analysis, syn-
thesis, optimization, design, test, and evaluation.”

There are problems with the conventional top-down pro-
cess for the following reasons:

(1) Engineers:using a top-down process must understand
present requirements, and be able to predict future require-

ments because corrections and additions can invalidate allo-

cation decisions and require widespread architectural
change.

(2) Interfaces must be fully defined and controllable. If sub-
system interdependencies are not recognized at design time,

they will-not be recognized until system integration, when
they will be very expensive to repair.

(3) Higher level decisions presuppose knowledge about
the system. These decisions may be invalidated as lower
level design is performed.

(4) Top-down definition ignores the process of understand-
ing emergent properties. These dynamic higher level proper-

ties cannot be predicted from examining the set of compo-
nents.
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Computer-based systems engineering addresses
these issues through improved communication and with
interdisciplinary prototyping, modeling, anéﬂy‘sis, change
management, and risk assessment. The ECBS engineer
uses executable models that characterize the operation
of software, hardware, and communication components
to manage dynamic system behavior such as end-to-end
timing -and network loading.

: . . — Stephanie White
(Excerpted from White's paper,

“Requirements Engineering in Systems Engineering Practice,”
Proc. Int'l Symp. Requirements £ng., 1993, pp. 192-193.)

Answer #2. Systems-level computer hardware/soft-
ware engineering skills are needed to model require-
ments and component interactions and to predict a
system’s attributes and effects on the environment.

Expanded answer. A more rigorous answer, involves
three steps: (1) defining systems engineering (SE),
(2) defining engineering of computer-based systems
(ECBS), and (3) answering the question.

Defining SE. Systems engineering. is ‘

« the identification of requirements A for a target system T
that specify how T should interact with one or environment
systems; 3

« the design of Tin terms of a set of interacting compo-
nent subsystems C so that T will display a set of (functional
and nonfunctional) attributes A that predictably meet the set
of requirements R,;
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gineers define the WBS before they
know the computer system architecture.
To solve this problem, industry needs
WBSs that support each CBS applica-
tion domain.

Risk management. Successful projects
performrisk management but use prim-
itive methods. Engineers do not ana-
lyze detailed data from previous pro-
grams to understand cause and effect.
Some risk-assessment tools do exist, but
they do not interact with requirements
and design tools where engineers iden-
tify risk issues. Industry needs general
tool suites that support risk manage-
ment views.

Data collection. In good practice, en-
gineers collect data to manage the cur-

Table 8. State of ECBS process automation.

Standard
Practice

Advanced
Practice

Research
Needed

¢ Task oriented,
some tool interfaces,
software environment

® Frameworks,
approach to
repetitive tasks

* Integrated systems/
ECBS environment
¢ Efficient change
management

rent project. In best practice, they use
data to improve engineering processes
and make predictions for future projects.
Research has provided some capabili-
ties for collecting software sizing data
and using the data to size new software
components,'?

ECBS needs better techniques for pro-
cess and product characterization, and

industry must collect and have access to
the data it knows how to characterize.

Process automation. Table 8 summa-
rizes the state of ECBS process automa-
tion.

Levels of tool support. There are sev-
eral layers of ECBS tool support. Atthe

* the design of P, a production system (process to produce T);
and

* the design of D, a development system (process to produce
models of T and P) that considers F, the set of component (or
functional) engineering processes (necessary to design C), and
uses M, a set of modeling formalisms (for any of the above).

Note the distinction between a production system Pand a
development system D. P produces the target system T, or
physical simulations/prototypes of T, using physical re-
sources and production workers (not engineers); Pis a sub-
stantial system in many cases (for example, space shuttles,
bridges, VLSI chips) but trivial in the case of software. D pro-
duces and operates on information models of T or P, using
physical resources, modeling formalisms M, and engineers.
Both P and D need to be designed.

Defining ECBS. ECBS is the system-level application of
computer hardware/software engineering skills in identifying
requirements R for target system T and in designing T, in the
case where

a subset (some or all) of C constitutes a set of computer
(information handling) subsystems C,

In these circumstances, computer hardware/software engi-
neering skills are apt to be used in designing a production
system P and/or development system D.

The answer. ECBS improves the SE discipline because it
is indispensable to the increasing proportion of systems
where G, is non-null. System-level computer hardware/soft-
ware engineering skills are needed, for instance, to model in-
teractions involving G, to model part or all of R, to predict A
and the effects of Ton E, and so on.

If C;is null, ECBS is by definition not a part of the SE pro-
cess for T. Nevertheless, some ECBS methods may still be
used in P and/or D. This is a second way in which ECBS im-
proves the SE discipline.

— Colin Tully
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Answer #3. ECBS adds accuracy and completeness to
systems specifications.

Expanded answer. Adding the ECBS discipline to systems
engineering will provide the competence to accurately model
and specify the complex behavior and architecture of the op-
erator, computer, and software portions of modern systems.
The methods and tools to produce specifications that have
been checked by computer for consistency and correctness
are becoming available and can be used to generate execut-
able specifications for other engineering disciplines, such as
mechanical engineering. The ECBS discipline is necessary to
supply the trained human element for this progress in engi-
neering.

— David Oliver

Answer #4. An ECBS discipline would lead to improved
educational programs in systems engineering.

Expanded answer. Few universities cover systems engi-
neering as it's described in this report. To a degree, systems
engineering is simply the practice of good design. Beginning
with requirements analyses (defining the problem), progress-
ing through trade-offs (examining potential solutions), and
culminating in verification and validation that the solution
matches the problem, we believe that teaching SE to engi-
neering students should be a basic requirement for accredita-
tion.

Design is poorly taught in most universities partly because

- faculty have little design experience, but largely because of

the concentration on artifacts instead of processes. (Weren't
we graded on the answer, not how we got it?) Thus, young
engineers graduate with little appreciation or understanding
of the process of bringing a product or service into being.
Can SE be taught alongside the traditional curricula? In
most cases the answer is “no,” since traditional departments
are bounded by walls that are difficuit to cross. Can we in-
stead expect to see a multitude of disciplines: SE for aero-
space, SE for electrical engineering, SE for chemical engi-
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Table 9. State of ECBS documentation.

lowest functionallevel, automated tools

— for example, an automated require-

Standard Advanced Research ments capture tool — accomplish a spe-
Practice Practice Needed cific task in a particular phase of the
system life cycle. At the nextlevel, tools

* Natural language ® Databases and e Integral role assist the systems designer in accom-
specifications documentation with process plishing many tasks across many life-
generators * Designed approach cycle phases. A requirements tracing

tool provides this level of support. Fur-

neering? Again, the answer is probably “no,” since traditional
programs are already overloaded and would resist: can-
celing current technical courses or areas to introduce one
that produces a generalist. But we ‘can expect to see SE for
computer engineering or computer science, since these dis-
ciplines are growing in breadth, not merely depth. As de-
tailed in the body of this report, we beligve that this ECBS
discipline would take the lead in‘improving design and SE
for all engineering disciplines.

— Julian Holtzman

Answer #5: Given the increased criticality and unique-
ness of software, an ECBS discipiine would bricdge the
knowledge gap between systems and software engi-
neering. ;

Expanded answer. ECBS would formalize today's.ad hoc
processes where systems engineers are treating software
like other system components and software engingers are
practicing systems engineering withouta license, An ECBS
discipline would develop engineers, trained in both systems
and software engineering practices, who would understand
the structure of the software and how it interrelates o the
rest of the system and its external environment. The aim
would be to reduce cost of ownership through ECBS prac-
tices that consider the intricacies of software.

A real problem we face today is that system and software
maintenance are done by different-engineers than those
who design the system. ECBS would provide the expertise
to sustain CBSs through an established ECBS process that
could be applied throughout a system’s life cycle:

— Brian McCay

Answer #6: Traditional systems-engineering special-
ties have arisen from the requirement to ensure that a
speclal need is:.covered during system definition. The
ECBS specialty helps the team understand and quantify
the real and imagined issues associated with computers,

Expanded answer. The diversification of today's engi-
neered systems requires the systems engineer to assure
the communication and documentation of analyses pro-
duced by specialty engineers. Most of these specialists fo-
cus their attention on traditional system trouble spots. For
example, in developing electronic systems, electromagnetic
compatibility/electromagnetic interference (EMC/EMI) be-
come very important as the spectral density and field
strength increase. Increased EM fields interfere with normal
operations, and designers must stop this interference with
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design actions based on'the EMI/EMC analysts’ predictions.
In-many desigh teams, the EMI/EMC speciaity is still consid-
ered a ‘black art” due to the lack of understanding of the un-
derlying-technology.

Today, computers and software are major items in many
systems. Unfortunately, many systems engineers still con-
sider compliters and software “black arts” (like EMC/EMI).
The lack 'of an ECBS discipline lets-computer hardware and
software engineers practice their trades with:little' involve-
ment or understanding by the overall system stakeholders.
The lack of wali-defined and understood requirements, and
the related specialty analysis, allows system-lavel disasters,
major failures, large cost overruns, and eveh deaths.

The analysis needed for proper definition of systems con-
taining computers is improved by integrating an ' ECBS spe-
cialty onto the systems engineering team. The ECBS-trained
systems enginee; communicates the requirement to the im-
plementer and abstracts specific implementation constraints
to the system level. In addition, he or she interptets the con-
straints imposed by ‘other specialties and solves the real
hardware/software {ssues within the specific system context.
Working as a.systems engmaermg feam, the various spe-
cialties can defing the complex'systems that depend more
and more 'on the leverage that computers can supply.

— David Owens

Answer #7, Without the CBS engineer, the system en-
gineer will be working withiincomplete Information and
make Improper trade-offs.

Expanded answer. The heart of the systems engineering
process is to (1) specify system characteristics viewed as a
black box, {2) postulate an architecture, (3) allocate func-
tions and performance to components, (4) subject the de-
sign to the-analysis of component developers (that is, for
feasibility, cost; risk; and performance) and specialty engi-
neers, (5) perform trade-offs among multiple:designs to se-
lect and document one, and then (6) let component develop-
ers develop:the specified component.

Without the ECBSrole, estimates of CBS feasibility, cost,
and schedule will not be properly developed:and fed back
into system trade-offs. Hence, the systems sngineering pro-
cess will fail due o incomplete or poor information {garbage
in, garbage out). Only when an.engineer performs the ECBS
role will the-correct GBS cost, schedule, and risk information
be suppiied toitheé systems engineer. Only then:can the CBS
component be ‘designed and-developed to satisfy system-
level requirements.

— Mack Alford
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ther, there are tools and techniques de-
signed to support management and in-
tegral processes across all system life-
cycle phases, for example, a problem
tracking and reporting tool. At the high-
est level, there is a class of tool that
provides a “framework” into which in-
dividual tools are deployed appropri-
ately over the life cycle and that main-
tains all records and documentation for
system development and operation.
Analogous concepts are found in com-
puter-aided design with the CAD frame-
work initiative and in software with in-
tegrated project support environments.

Higher level tools needed. Unfortu-
nately, there are few examples of so-
phisticated, high-level process automa-
tion tools in widespread use. The need
is recognized, but tool suites have not
kept pace.

One area needing better tools is
change management. Efficient change
entry is a major problem for large com-
plex systems. Major changes may re-
quire updating information about a sin-
gle entity in several places in databases
of anumber of tools. This multiple man-
ual update process is both costly and
error prone. In standard practice, engi-
neers frequently do not make all the
changes, due to the effort involved. A
system description repository, which is
astandard model/schema underlying all
tools in use, is a desirable solution.

Documentation. Table 9 summarizes
the state of ECBS documentation.

Integral role with process. Industry
tends to focus on documents that are
delivered to the customer, but each and
every artifact of the process is an ele-
ment of system documentation. Engi-
neering drawings, test reports, software
source code, requirements tracings, de-
fect tracking reports, and many other
such “documents” are a part of what we
do. To date, industry has paid little at-
tention to the integral role of capturing
all these artifacts as part of the ECBS
process. Significant change will occur
only when industry integrates methods
and tools to support improved process-
es throughout the ECBS life cycle and
when documentation is an integral part
of that process.

Designed and automated approach.

In part, ECBS is to blame for the weak
role that process automation plays. With-
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Table 10. State of interpersonal communication.

Standard

Practice Practice

Advanced

Research
Needed

* Diverse team:
Same syntax,
different semantics

* Concurrent
engineering
e Training

® Defined roles
* ECBS as integral part
of systems engineering

out necessary databases and automated
tools, control and maintenance of docu-
mentation is tedious, repetitive, and
prone to human error. The introduction
of general-purpose tools such as word
processors and electronic spreadsheets
has contributed to improvements in this
area, but more sophisticated tools are
required. We need a “designed” ap-
proach to process and documentation
that is supported by automated tools.

Interpersonal communication. Table
10 summarizes the state of interperson-
al communication.

Diverse team. Successful application
of the systems engineering process hinges
on the ability of a diverse team of spe-
cialists to communicate with a common
viewpoint. This is especially true for
CBSs, where diversity of backgrounds
adds complexity to the communication
process.

Historically, the team building an elec-
tronic system, such as a radar system,
consisted primarily of electrical and
mechanical engineers and technicians.
The common background and clearly
understood roles of team members tend-
ed to minimize communication prob-
lems. Computer-based systems devel-
opment has brought individuals with
different backgrounds to the team, for
example, computer scientists and math-
ematicians. Also, as system complexity
hasgrown, we'veseenincreasedinvolve-
ment by people from such areas as busi-
ness, quality,safety, human factors, and
security. Diverse backgrounds prevent
the development of a common under-
standing of key concepts. Team mem-
bers believe they're using the same se-
mantics when, in fact, they aren’t.

Undefined process. Poor process def-
inition is also a problem. Software and
computer hardware engineers, as de-
tailed design engineers, perceive their
interface with systems engineers as poor-
ly defined. The problem lies in the lack
of a precise definition of the allocation

process and a failure to trace detailed
specifications to the system’s top-level
functionality.

Component view. Another cause of
difficulty is the view that software, com-
puter hardware, and communications
assets are component pieces of the sys-
tems engineering discipline rather than
a whole. Systems engineers find it diffi-
cult to break out of this partitioning
paradigm, and software engineers are
not apprised of the trade-offs and de-
sign decisions. For example, if CBS en-
gineersare informed that decisions con-
cerning intersystem data transfer are
under consideration, they can inform
systems engineers that additional appli-
cation data is needed for error check-
ing. If the added data is significantly
large, communication link size can be
an issue.

Cross-training needed. Academic and
industry in-house training programs for
systems and software engineering must
take amore interdisciplinary view, share
some common courses, and work to-
ward the development of a common set
of semantics.

Achievable systems
engineering
improvements

Developing and using complex sys-
tems requires major capital investment.
Industry must make investmentsin large
systems wisely, with thorough consider-
ation of what the system is to do and the
feasibility and rewards of doing it. The
systems engineer is an important con-
tributor to successful system develop-
ment. He or she is responsible for cap-
turing user needs and defining a feasible
system design that meets all system re-
quirements and constraints.

Industry can improve systems engi-
neering by advancing ECBS practice.
This will reduce development and life-
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cycle costs and improve system quality.
Corporations can implement each of
the following suggestions today.

CBS modeling. Various modeling
approaches augment text specification
with semantically precise representa-
tions for engineering information. Since
modeling and model analysis can pro-
vide a grand-scale improvement in the
process of constructing systems,”* we
must quickly and economically close
the gap between current text-based prac-
tice and future model-based practice.
Closing the gap means an extensive cul-
tural change and substantial retraining.

Retraining efforts must target meth-
ods and notations that engineers can
readily learn, since retraining costs usu-
ally dominate transition costs when im-
plementing new methods. If possible,
new notations, methods, and concepts
should evolve gracefully from those
currently in use.

A defined process. The engineering
process includes a sequence of process
steps and policies for process control,
documentation, and staffing. Industry
should define the process in layers so
that the same engineering steps can be
used with alternative methods of con-
trol, documentation standards, and staff-
ing choices. Layers of description may
include:

(1) Description of process steps, in-
cluding process sequences, concurren-
cies, iterations, recursions, inputs, and
outputs.

(2) Description of the control process
and organizational groups or boards that
perform control. During any process step
(for example, requirements, design,
implementation, or test), issues may be
raised. Some of these issues could re-
quire changing the system baseline. This
description shows how issues are raised
and reviewed by resolution boards, ad-
dresses the resolution plan, identifies
how resolution progress is tracked, and
specifies how the resolution is docu-
mented.

(3) Description of representations used
for information captured at each step of
the process. For each engineering step,
there will be several ways of represent-
ing the information.

(4) A mapping of each step and repre-
sentation onto a tool that automates that
step.

(5) Description of staffing. The man-
ner in which teams of talent are as-
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signed process tasks determines how
the work is done. Work can be done in
a sequential manner that encourages
“handoff” to poorly communicating and
distinct disciplines, or it can be done by
interdisciplinary teams that provide
downstreamrealities and costs in devel-
opment, integration, field service, and
soon, The latter approach supports con-
current engineering or house-of-quali-
ty approaches. It is the grouping of tal-
ents and timely assignment that makes
the difference.

(6) Description of the review process
and information to be reviewed. In tra-
ditional text-based practice, documents
are reviewed at the end of each process
step. The required content of the docu-
ments drives the process steps. Since
required document content varies from
contract to contract, specifying a stan-
dard process in terms of document pro-
duction is difficult. This is true even
when a development standard, such as
Department of Defense Standard 2167 A
or 490, is being followed.

Industry should base the systems en-
gineering process on a set of models
that define engineering information in
a way that computers can capture for
interpretation, execution, consistency,
and correctness. The process should
support one-time entry of information
for bothnew designs and changes. When
the engineering process is based on
model construction, documents can be
generated from the system description
repository. Models should be reviewed,
as well as documents, because this prac-
tice substantially improves the process.

Domain analysis. System engineers
should establish classes of real-world
objects that are identified or implied by
system requirements, They should per-
form domain analysis, defining and pa-
rameterizing object classes that are al-
ways present in that type of system.
These steps would support reuse of high-
level system segment or subsystem de-
scriptions, as well as the development
of domain-specific software architec-
tures and software reuse.

Dynamic analysis and simulation. For
rigorous system descriptions, industry
should capture system behavior in a
representation that can be executed
dynamically for analysis. Developers
should apply the same representation
to scenarios that describe how the sys-
tem interacts with its environment. In

addition, industry should use simula-
tion to prove feasibility and develop
benchmarks.

Performance requirements manage-
ment. Traditionally, engineers budget
performance requirements to compo-
nents as they decompose the system.
They budget quantities such as weight,
power, heat production, heat dissipa-
tion, reliability, time response, and mem-
ory size from a parent component to
subcomponents. They should use meth-
ods and tools to track these budgets,
and they should compare design, simu-
lation, and test results to budgeted spec-
ifications.

Automated document ingestion. En-
gineers developing large systems must
handle volumes of text and graphics in
requests for proposals, contracts, sys-
tem documentation, documentation of
engineering processes, and user manu-
als. When using existing documenta-
tion, as in reengineering, it is helpful to
have the documents in electronic form.
It is even more helpful to put the docu-
mentsin an automatically linked hyper-
text form. The linking can be based on
automatic identification of entities that
users deal with in their work.

Metrics, costing, and tracking. Met-
rics, costing, and tracking are essential
both for short-term decisions and for
long-term continuous process improve-
ment. Well-defined and broadly accept-
ed metrics are required to quantify the
work. Industry needs cost models to
transform these metrics into numbers
for particular applications. Organiza-
tions must track work, both to control
activities and to calibrate cost models.

Scalability. Closing the gap between
current practice and mature practice
involves serious issues of proof of scal-
ability. Engineers must try new meth-
ods and tools on modest-sized systems
to eliminate deficiencies and incorpo-
rate unanticipated benefits.

Process improvement. The Capabili-
ty Maturity Model (CMM) was devel-
oped by SEI to support software engi-
neering process improvement. This
model and method for fostering process
improvement is applicable to systems
engineering and ECBS if detailed tasks
are changed. CMM maturity levels are
useful for prioritizing the order in which
new process methods and modeling tech-
niques are developed and introduced.
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Investment choices with respect to
process improvement are difficult in
these times of strong competition. Or-
ganizations must make decisions at a
time when there is no solid baseline of
methods, metrics, and costs for the sys-
tems engineering process. They can es-
timate anticipated cost improvement,
but they cannot derive it from existing
data.

n summary, software, computer
1 hardware, and communications

engineering are not well integrat-
cd, and many engineers are performing
ECBS tasks without defined positions,
tasks, and roles. An improved ECBS
discipline is necessary for making
proper CBS design trade-offs, decisions,
and allocations; for process improve-
ment; and for fostering research and
training. W
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