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Abstract

Requirements specification has long been acknowledged
as an area for further research in the development of
systems, particularly for those that are computer based. In
addition, an IEEE White Paper by Tripp and Keane
indicates that current practice regarding System
Dependability is in large part based on “tricks of the
trade”, and that there is a need to codify “best practices”.
This paper attempts to codify the practice for specifying
dependability requirements, by classifying and describing
the process and product requirements needed for such
specification.

1.  Introduction

A dependable system is one that does not fail in an
unexpected or catastrophic way. This simple, intuitive
definition belies the difficulty with specifying exactly
what properties such a system must have and how these
can be ensured.  Often the dependability of the ultimate
system is determined by the quality of the analysis
performed at the requirements stage.  To improve
requirements engineering, a taxonomy was developed for
defining, analyzing, refining, and specifying requirements
[1].  The taxonomy consists of a structure, definitions,
templates, examples, and keywords for requirements
retrieval. The purpose of the taxonomy is to increase the
integrity of requirements: their consistency, completeness,
and correctness. This paper extends the taxonomy, which
heretofore addressed only functional requirements, to
include dependability requirements1.

Dependability is a system property. Acceptable
thresholds for system dependability are defined in the
requirements (for example, acceptable mean time to
repair).  So is the required functionality (for example,
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recovery functions) that ensures the desired dependability
in the final product. Process requirements are also
specified, either in the requirements document, the
statement of work, or a dependability plan. Such a plan
addresses the use of dependability techniques throughout
system development, such as (1) fault removal, (2) data
collection, and (3) measuring the level of dependability.
Developers must collect data for such measurements
throughout the system life cycle.  For example, early
predictions of the number of faults that remain in the
system are based on data about fault removal during
development. Such predictions allow systems engineering
tradeoffs concerning technologies for later development.

Required dependability levels are actually measured
near the end of or after development. That is a primary
goal of testing, which consumes a large part of the
development and maintenance budget.  When the system
is not dependable, test, repair and retest become
exorbitant.  The direct costs of software unreliability, in
particular, are substantial, let alone the indirect costs [2].
Information that defines what should be measured is
defined in the requirements. Thus, if requirements
specification is improved, costs should be significantly
reduced.

2.  Dependability Terms

Many terms are related to or a part of dependability
discussions.  Some definitions are given here.

Dependability measures the degree to which a system
is operable at any random time during a specified mission
profile, given that its services are available at the start of
the mission [3].  Tripp and Keene have called this “fitness
for use” [4].  Dependability is not one measure, but a
collection of related measures that includes reliability and
availability, and often safety and security.  It may include
maintainability, usability, and extendibility [5].



Survivability from information warfare2 is a recent
addition to the list of dependability measures.  Table 1
identifies facets commonly associated with the most
commonly used dependability measures.

Table 1.  Dependability measures and related
facets

Reliability Avail-
ability

Security Safety Surviv-
ability

MTBF

Probability
of failure

Probability
of Success

Zero
defects

MTTR

Probability
of being
operational

Down time

Mainten-
ance

Information
integrity

Confident-
iality

Authentica-
tion

Access
Control

Unsafe
states

Fail safe

Life critical

Property
critical

Vulnerabil-
ity

Protection

Intrusion
detection

React to
attack

Reliability, R, is the probability that the system
performs its required functions under specified
environmental conditions for a specified period of time, t
[2]3. Reliability is concerned with departures of any kind
from the specifically required service. It is assumed that
the system is functioning at the start of the time interval,
R(0) = 1, and that the system will fail sometime, R(f) =
0.  The expected environmental conditions may be
specified in a mission or operational profile.

Availability addresses the ability of the system to
provide service at any given time.  It is the probability of
being operational, under given use conditions, at a given
instant in time [5].

Safety is the ability of a system to deliver service
under given conditions with no catastrophic affect.  This
absolute definition implies no “grace” period or margin
for safety; the requirements specify how close the system
must come to this ideal [7].  Safety attributes mean the
system will include requirements to detect and avoid
catastrophic failures.  Security is the ability of a system to
deliver its required service under given conditions for a
given time without unauthorized disclosure or alteration
of sensitive information, or denial of service to legitimate
users by unauthorized persons [5].  The security attribute
adds requirements to the system to detect and avoid
intentional faults.  Survivability is the capability of a
system to accomplish its mission despite a man-made
hostile environment; i.e., the power of the system to detect
and withstand an attack.  Survivability of Computer Based
Systems (CBSs) is gaining attention because of recent
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attacks on computers and communications channels and
concern about Information Warfare.  Though often related
to dependability, these last three measures are not directly
included in the dependability discussion here.  A complete
treatment of requirements for these three attributes is
beyond the scope of this work.

Measures used for dependability incorporate the
terms, fault, error, and failure.  From a systems
perspective, a fault is a condition that is thought to be the
cause of an error.  An error is that part of a system state
which is liable to lead to a failure for the system.  A
failure is any deviation from the specified behavior [8].

The Mean Time to Failure (MTTF) measure is
frequently used for system reliability. The MTTF along
with the maintenance time, Mean Time to Repair (MTTR)
can be used to calculate availability as
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Note that this simple model makes assumptions about shut
down and constant failure and repair rates that may be
inappropriate.  In particular, software components usually
have negligible MTTR, since repairs do not require the
program to be idle unless the failure is critical to life or
property. For software systems, the MTTR may be
weighted by the failure intensity for a more realistic and
usable measure of availability.

Failure intensity measures the frequency at which
failures occur.  It is the number of failures per some unit
of measure [9,10].  The measurement unit is usually
execution time, but may be something else like the
number of transactions, number of runs, etc. This failure
rate must address all system failures: those due to primary
defects, manufacturing defects, operator errors, wear-out,
along with dependent failure, maintenance induced
failure, and equipment damage rates.  The number of
faults in the system and the evaluation environment affect
failure intensity; i.e., the measurement must reflect proper
use so it gives a fair indication of the actual reliability of
the system.  The failure intensity, i, at time, t, is related to

the reliability: R(t) = e
-it

.
Robustness and fault-tolerance are important

properties that affect system dependability.  Robustness
implies that frequently occurring errors have little effect
on the system.  A fault-tolerant system is desirable when
the system must recognize a potential failure and take
action to avoid it.  This implies at least some redundancy
built into the system to check results [2].

3.  Types of Dependability Requirements 

Dependability requirements address measurement and
accompanying performance thresholds for the product,
and the process by which those measurements are
accomplished.  It is important to specify what process will
be used to increase confidence in the product, including



the collection of data, and then to collect relevant data
throughout development.  The latter enhances the ability
to assess dependability in the product.

There are four types of dependability requirements,
which address the means for achieving dependability:
fault tolerance, fault removal, fault prevention, and fault
prediction [8]. Their combined utilization provides the
desired coverage of dependability concerns for both the
product and the development process. The objectives and
means for these are often part of a reliability program
plan. Table 2 identifies facets associated with these four
categories of dependability requirements.  We address
fault tolerance in the section on Product Requirements,
and we address fault prediction, fault prevention, and fault
removal in the section on the Dependability Process.

Table 2. Four categories of dependability
requirements, and related facets

Fault
Prediction

Fault
Prevention

Fault
Tolerance

Fault Removal

FMEA/
FMECA

Models Redundancy Fault detection

Fault tree
analysis

Prototypes Failure
detection

Inspection

Hazard
analysis

Simulations Failure
avoidance

Reviews

Models Information
hiding

Fault recovery Walkthroughs

Measures Low coupling Graceful
degradation

Failure
reporting

Tolerable
threshold

High cohesion Reconfigura-
tion

Proof of
correctness

Fault/Error/
Failure

Reuse Rollback Dynamic
analyses

Data
Collection

Traceability N-version
software

Test/Debug/
Repair

Operational
Profile

Formal
verification

Hot shadow Latent faults

4.  Dependability Process

Process requirements describe how dependability
must be achieved, and include the means for data
collection and analysis to verify its achievement.

4.1 Fault Removal

Fault removal requirements are process requirements.
Such requirements imply the need for fault detection.  In
addition to dynamic analyses of the system such as
testing, the required process should include static
techniques such as inspections, reviews, walkthroughs,
proofs-of-correctness.

4.2 Fault Prevention

Fault prevention requirements are also process
requirements.  In a sense, every good development
practice is a fault prevention technique.  A constructive
approach to developing a dependable system dictates that
it be designed and built according to a more dependable
development process.  All the process requirements have
fault prevention as a goal or sub-goal.

4.3 Fault Prediction

Fault prediction implies process requirements for data
collection so that adequate information is available, and
product requirements regarding level of achievement. The
information to measure the dependability and thus predict
numbers of failures in the future is based on failures and
their history of occurrence.  Requirements indicate what
quantitative measurements will be taken (availability,
reliability, etc.); the specific data needed is determined by
the chosen model used for evaluation.  To measure
reliability the number of observed failures over a
measured period of time, usually execution time (i.e.,
actual time that the system is operational) must be
recorded.

Failure modes and effects analysis or criticality
analysis (FMEA/FMECA), fault-tree analysis, and other
techniques may be used to determine the relevant failure
events.  Analysis includes determining what faults may
arise in dependent components due to failures of another
component, and what faults within a component may lead
to an eventual error state and failure of that component
itself.  For example, )0($ LGHQWLILHV WKH ZD\V LQ ZKLFK
IDLOXUHV FDQ RFFXU� WKH HIIHFWV RI HDFK IDLOXUH RQ WKH V\VWHP
HOHPHQW LQ ZKLFK LW RFFXUV� SUREDEOH RYHUDOO FRQVHTXHQFHV
�VHYHULW\� RI HDFK IDLOXUH PRGH RQ WKH VXFFHVV RI WKH
V\VWHP DQG VDIHW\ RI XVLQJ SHUVRQQHO� DQG WKH
UHFRPPHQGHG FRUUHFWLYH DFWLRQV�SURFHGXUHV WR UHGXFH WKH
RFFXUUHQFH RI WKH SRWHQWLDO IDLOXUH PRGH�

Dependability objectives for the given time period of
operation must be specified.  The operational profile that
will be used to make the measurement must be described.
,I WKH FRPSOHWH RSHUDWLRQDO SURILOH LV QRW HVWDEOLVKHG DW WKH
WLPH RI WKH UHTXLUHPHQWV VSHFLILFDWLRQ� D SURFHVV
UHTXLUHPHQW WR GHYHORS RQH PXVW EH LQFOXGHG� 0XVD� LQ
IDFW� VXJJHVWV D VHULHV RI SURILOHV OHDGLQJ WR WKH ILQDO
RSHUDWLRQDO SURILOH� &XVWRPHU SURILOH� 8VH SURILOH� 6\VWHP�
PRGH SURILOH� )XQFWLRQDO SURILOH� DQG 2SHUDWLRQDO SURILOH
>��@�

(DUO\ SURILOHV PD\ EH GHYHORSHG DV SDUW RI WKH
UHTXLUHPHQWV VSHFLILFDWLRQ� ZLWK D UHTXLUHPHQW WR FRPSOHWH
WKH ILQDO SURILOH GXULQJ GHYHORSPHQW� $ &XVWRPHU 3URILOH
VSHFLILHV DOO WKH JURXSV WKDW ZLOO XVH WKH V\VWHP� DORQJ ZLWK
WKH SURSRUWLRQ RI XVH WKH\ UHSUHVHQW� 7KH 8VH 3URILOH
UHILQHV WKH SUHYLRXV SURILOH LQWR JURXSV RI XVHUV� ZKHUH
XVHUV LQ WKH VDPH JURXS HPSOR\ WKH V\VWHP LQ D VLPLODU



ZD\� 7KH UDWLR RI D JURXS©V XVHUV WR WRWDO XVHUV FDQ EH
XVHG DV WKH SUREDELOLW\� RU D SURSRUWLRQ RI DFWXDO XVH FDQ
EH REWDLQHG� 6HFWLRQ � KDV PRUH WR VD\ FRQFHUQLQJ
RSHUDWLRQDO SURILOHV�

����3URGXFW�'HSHQGDELOLW\�5HTXLUHPHQWV

$ SURGXFW UHTXLUHPHQW LV D VWDWHPHQW LQ VRPH QRWDWLRQ
WKDW GHVFULEHV RQH RU PRUH FKDUDFWHULVWLFV RU SURSHUWLHV D
V\VWHP PXVW KDYH� 3URGXFW UHTXLUHPHQWV DUH QRUPDOO\
FODVVLILHG DV FDSDELOLWLHV RU FRQVWUDLQWV� ¦,W LV FRPPRQ WR
VXE�FODVVLI\ FRQVWUDLQWV DV� IRU H[DPSOH� SHUIRUPDQFH�
VHFXULW\� UHOLDELOLW\� PDLQWDLQDELOLW\� HWF� UHTXLUHPHQWV§
>��@� 7R IXOO\ GHVFULEH D V\VWHP©V GHSHQGDELOLW\
FRQVWUDLQWV� RQH PXVW LQFOXGH GHSHQGDELOLW\ REMHFWLYHV IRU
WKH V\VWHP DQG LWV FRPSRQHQWV� RSHUDWLRQDO SURILOHV IRU WKH
DERYH PHDVXUHPHQW� VSHFLILFDWLRQ RI IDLOXUH PRGHV� DQG
UHTXLUHPHQWV DGGUHVVLQJ IDXOW WROHUDQFH� LQFOXGLQJ
UHGXQGDQW FRPSRQHQW VSHFLILFDWLRQV DQG UHFRYHU\
WHFKQLTXHV WR EH HPSOR\HG�

��� 'HSHQGDELOLW\ 2EMHFWLYHV

7KH SURGXFW GHSHQGDELOLW\ REMHFWLYH LV WKH WKUHVKROG
RI DFFHSWDELOLW\ DQG LV GHWHUPLQHG IURP WKH GHVLUH IRU
UHOLDELOLW\� VDIHW\ RU RWKHU GHSHQGDELOLW\ DWWULEXWH� WKH
XUJHQF\ ZLWK ZKLFK WKH SURGXFW LV QHHGHG� DQG WKH SULFH
WKH FXVWRPHU LV ZLOOLQJ WR SD\� 7KHVH UHTXLUHPHQWV DUH
LQLWLDOO\ GHILQHG DV SDUW RI WKH FRQFHSWXDO GHVLJQ� ZKLFK LV
XVXDOO\ DQ RXWFRPH RI DGYDQFHG GHYHORSPHQW�
'HSHQGDELOLW\�UHOLDELOLW\ REMHFWLYHV IRU WKH JLYHQ WLPH
SHULRG RI RSHUDWLRQ PXVW EH VSHFLILHG� 7KH RSHUDWLRQDO
SURILOH WKDW ZLOO EH XVHG WR PDNH WKH PHDVXUHPHQW PXVW EH
GHVFULEHG�

��� 2SHUDWLRQDO 3URILOHV

'HSHQGDELOLW\ RI WKH SURGXFW LV PHDVXUHG GXULQJ
RSHUDWLRQ LQ D GHILQHG HQYLURQPHQW� 6R WKH GHSHQGDELOLW\
UHTXLUHPHQWV PXVW QRW RQO\ VSHFLI\ WKH PHDVXUHPHQW
SURFHVV DQG WROHUDEOH WKUHVKROG� EXW DOVR VWDWH WKH H[SHFWHG
RSHUDWLRQDO FRQGLWLRQV� 7KHVH FRQGLWLRQV LQFOXGH
HQYLURQPHQWDO IDFWRUV �H�J� WHPSHUDWXUH F\FOHV� KXPLGLW\�
YLEUDWLRQ� VKRFN� VDQG� KHDW�� JHRJUDSKLFDO ORFDWLRQ� DQG
H[SHFWHG LQWHUDFWLRQ ZLWK H[WHUQDO V\VWHPV DQG KXPDQV�
2SHUDWLRQDO SURILOHV VKRXOG DGGUHVV WLPHV WKH V\VWHP LV
RSHUDWLQJ� DQG WLPHV LW LV VWRUHG RU EHLQJ WUDQVSRUWHG�
7KHVH ODWWHU FRQGLWLRQV DUH VRPHWLPHV PRUH FULWLFDO WKDQ
WKH RSHUDWLQJ FRQGLWLRQV >�@�

7KH RSHUDWLRQDO SURILOH LV D WRRO IRU VSHFLI\LQJ WKH XVH
HQYLURQPHQW� ,W LV D TXDQWLILHG OLVW RI WKH HOHPHQWV DQG
IDFWRUV UHODWHG WR H[SHFWHG SURGXFW XVH� DQG KRZ RIWHQ WKH\
ZLOO RFFXU� ,W VKRXOG EH GHYHORSHG WKURXJK
FRPPXQLFDWLRQ EHWZHHQ WKH FXVWRPHU DQG WKH GHYHORSHUV�
7KH RSHUDWLRQDO SURILOH SURYLGHV LQIRUPDWLRQ DERXW ZKLFK

FDSDELOLWLHV ZLOO EH XVHG WKH PRVW� DQG ZKLFK FDSDELOLWLHV
ZLOO EH QHHGHG ILUVW LI WKH V\VWHP ZLOO EH GHOLYHUHG LQ
VWDJHV�

��� 6\VWHP 0RGHV

6\VWHP PRGHV PD\ EH GHWHUPLQHG E\ SDUWLWLRQLQJ WKH
V\VWHP LQSXW VSDFH LQWR HTXLYDOHQFH FODVVHV EDVHG RQ VRPH
FRQGLWLRQ�V�� VXFK DV V\VWHP WUDIILF OHYHO� SUHGRPLQDQW
IXQFWLRQ� XVHU H[SHULHQFH� HWF� $ V\VWHP PD\ KDYH D IDLO�
VDIH PRGH� IRU H[DPSOH� RI UHGXFHG RU EDVLF IXQFWLRQDOLW\
WKDW KDV D YHU\ GLIIHUHQW SURILOH IURP WKH QRUPDO PRGH RI
RSHUDWLRQ� 0RGHV DOORZ XV WR FRQVLGHU IHZHU SRVVLELOLWLHV
WKDQ FRQVLGHULQJ HYHU\ IXQFWLRQ� $OVR� XVLQJ PRGHV LV
PRUH DSSURSULDWH IRU WKH UHTXLUHPHQWV SKDVH VLQFH ZH PD\
QRW NQRZ DOO WKH IXQFWLRQV� 7KH 6\VWHP 0RGH 3URILOH
VKRZV WKH PRGHV DQG WKHLU SURSRUWLRQDO RFFXUUHQFH�

7KHVH SURILOHV PD\ EH XVHG WR SUHGLFW LQLWLDO
GHSHQGDELOLW\ OHYHOV IRU WKH V\VWHP DQG WR GHYHORS WHVWV
ODWHU RQ� 7KH\ DOVR DVVLVW LQ DVVXULQJ WKH FRPSOHWHQHVV RI
WKH UHOLDELOLW\ UHTXLUHPHQWV DV WKH\ LQFUHDVH
FRPPXQLFDWLRQ RSSRUWXQLWLHV IRU FXVWRPHUV DQG
GHYHORSHUV�

5.4 Failure Modes

Functional requirements are a “positive” specification
of what the system must do.  A specification of what it
must not do, a “negative” specification, is also important,
and should include information concerning failure modes
for the system. Failures are defined from the product user
perspective (e.g. loss or degraded capability of a function
or feature) and grouped into categories by cost/impact on
the product user.  Each of these categories affects the user
to the same degree and is called a severity class. Some
systems, fault tolerant systems for example, will need to
detect and count run-time failures in distinct categories.

5.5 Fault Tolerance

Fault tolerance requirements imply the system must
include redundancy for error detection and/or it must
avoid the consequent failure state.  That is, the fault at
issue shall not become active. Systems that include such
safety, security, and survivability requirements specify the
states and conditions that the system must detect and
avoid.  It is usually necessary to include recovery
techniques, though specific components will employ
different means for this. Example recovery alternatives
are reconfiguration with a new component, and reduced
functionality to avoid exercising the fault in the current
component (graceful degradation). Reconfiguration is
generally supported with redundant computers. The
system design may employ extra general-purpose
computers, or each computer may have a “Hot Standby”
which shadows the active computer and executes the same



software. The operating system must support system
requirements for redundancy and hardware
reconfiguration. Requirements for error recovery may
include exception handling and recovery blocks in the
application software.

An alternative to error recovery is fault masking (also
called error compensation). Classically this is achieved by
modular redundancy, in which several components
perform each computation independently, and the final
result is selected by majority voting [13].

 Fault tolerance affects reliability as it reduces the
likelihood that faults will be manifested as failures and
therefore also affects the availability at a specific time.  It
may be used to increase safety and security attributes if
their relevant classes of failures are addressed. System
failures that may result in loss of human life or critical
property are a special concern.  With fault tolerance, the
system may be able to withstand a sequence of failures
and fail in a safe state (e.g. fail operational, on first
failure, fail operational on second failure, fail in a safe
state on the third failure).

5.6 Software and Hardware Differences Affect
Measurement

Dependability attributes are emergent properties of
the system.  That is, they are a measure of the system as a
whole and not just a sum of measures for the component
parts.  Hardware and software dependability must be
managed as a system measure. However, there are
recognized differences between these characteristic
subsystems. The differences affect the overall evaluation
of the integrated system.  The American Institute of
Aeronautics and Astronautics has summarized the
important hardware to software contrasts.

First, changes to hardware require time consuming
steps including fabrication and assembly, so requirements
normally call for replacement or repair, rather than
change. Repairs generally restore the hardware to its
previous state.  Changing software is frequently more
feasible, though not always effective.  Therefore,
maintainability requirements address modularity and other
good design techniques that support fixing “bugs” and
improving the software. Changing the software always
changes the software state.  A high rate of change is likely
to decrease the software reliability.

Software developments have traditionally made little
use of existing components; hardware is often
manufactured from standard parts, and requirements call
for use of common parts, which supports maintenance.
Manufacturing tolerances affect hardware, and
requirements call for specific tolerances.  Exact copies of
software can be easily produced, so tolerance is not an
issue.  However computation accuracy is important.

Software does not experience physical wear-out.
Rather, failures from software faults come without

advance warning, often with little indication of their
occurrence. Hardware on the other hand, often provides a
period of graceful degradation and is susceptible to wear-
out. Both hardware and software reliability measures are
in operational time.  For hardware, this is expressed in
wall-clock time.  For software, execution time is used
[14].

5.7 Example: Air Traffic Control System

The following example illustrates the concepts of
dependability objective, operational profile, system mode,
failure mode, and fault tolerance.

Assume that the customer for an Air Traffic Control
(ATC) system requires that the system be “down” at most
six hours per year. This is an availability requirement that
requires very high reliability and very fast repair. The
customer defines operational profiles that include aircraft
management, and limited time on duty for controllers due
to fatigue and stress. Controllers manage aircraft flying
through their sector, taking off, and landing.  When
runways are not available for landing, controllers assign
the aircraft a flight pattern and altitude, and may bring the
aircraft to successively lower altitudes prior to landing.
Eventually they assign aircraft a runway, manage aircraft
as they approach the runway and land, and assign aircraft
a gate. Such high level use profiles (or scenarios) are
further detailed and are used with other profiles to design
the system and verify that it meets the dependability
objectives. The customer and users also define failure
modes, such as (1) one (or more) radars out of operation,
(2) understaffed operation, and  (3) insufficient computer
resources.  System and subsystem designers use the
requirements, operational profiles and mode definition,
and working together, they identify potential designs,
perform tradeoffs, and select the best design. They define
system modes, which may include (1) test modes, and (2)
operational modes.  The latter may include (2a) sector
control (controls aircraft flying through the sector); (2b)
approach control (controls multiple aircraft landing on
multiple runways; and (2c) aircraft emergency mode (e.g.
aircraft must land immediately due to passenger illness or
aircraft failure).  System modes should be consistent with
operational profiles, for user understanding and
maintainability.

Based on the system architecture, contractors and
subcontractors allocate requirements for reliability
(MTTF) and repair (MTTR), or allocate requirements for
failure intensity, as appropriate, to subsystems. They then
define subsystem requirements, including those for
humans, communication links, hardware, and
infrastructure and application software. Subsystems must
operate in unison to meet the ATC system objective of at
most six hours down time, so a fault tolerant architecture
must be part of the overall system architecture. Allocated
fault tolerance requirements for the communication



subsystem may include redundant broadcast on multiple
channels, data backup, and rebroadcast when data is
corrupted. There are a number of basic concepts for fault
tolerant computing that could be used in the ATC system.
All may be used. The fault tolerance requirements for the
hardware normally specify the need for redundant
computers.

6.  Summary

Dependability requirements are related to both
process and product.  The product part is concerned with
specified quantitative measures related to functions,
behavior, and data. These measures may differ by
scenario, mode, or operational profile.   The process part
specifies required practices that the contractor shall
perform during the system life cycle, to ensure that
dependability requirements will be met and can be
verified.

The requirements specification may require a
dependability program plan as part of the system
engineering management plan.  A typical reliability plan
should address these product requirements issues:
- Quantified dependability requirements for the

system as related to system operational requirements
and operating conditions, including the operational
profile and the maintenance concept.

- Allocation or apportionment of dependability
requirements to the subsystem components, hardware
or software.

- Effects of maintenance.
It should address these process requirements issues:
- Failure Modes and Effects (Criticality) Analysis

(FMEA/FMECA).
- Design techniques and practices.
- Formal reviews.
- Analysis of behavioral and mathematical models,

worst case analysis, vulnerability analysis.
- Data collection, analysis and corrective actions.
- Dependability prediction and assessment.
�� Dependability testing and other evaluations.

7.  Future Work

The following open problems are recommended as
research topics to improve specification of dependability
requirements.
- Examination of requirements documents and

plans for ultra-reliable systems may provide
improved insight for ultra-reliable and normally
reliable systems, as concepts used for ultra-reliable
systems can be applied in a relaxed form to systems
that are not safety or mission critical.

- Corrective changes result in dependability
growth; all types of maintenance (change) can lead to

dependability decay.  Can change/maintainability be
specified at the requirements stage, and how does this
impact the requirements for dependability?

- Testability is important and has an affect on
dependability [15].  Is it possible to require that
hardware and software be more controllable or
observable?  How are requirements for this stated?

- Different information is available and recorded
for defects discovered at different phases of
development.  What are appropriate lists of this
information for each phase?
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